
Network Attacks

آموزش نتورک پلاس



Denial Of Service (DOS) Attacks



TCP SYN Flood

3-Way Handshake 



Smurf Attack (ICMP Flood)



Distributed Denial Of Service (DDOS) Attack



General Network Attacks



On-Path / Man-in-the-Middle (MITM) Attack



DNS Poisoning



Rogue DHCP Server



Spoofing Attacks



IP Spoofing



MAC Spoofing

• ARP Spoofing / Poisoning



Switch spoofing



Malware (Malicious Software)

» Virus
» Worm
» Trojan horse
» Ransomware
» Spyware
» Rootkit



Virus vs Worm



Trojan horse



Remote Access Trojan (RAT)



Ransomware



Spyware

Key Logger



Rootkit



Wireless Attacks

» Rogue access point
» Evil twin
» Deauthentication
» Password attack
» Wireless interception



Rogue access point



Shadow IT

» Use of IT systems, devices, software, applications, or services 
without the explicit approval of the IT department.



Evil Twin



Deauthentication



Password attack

» Dictionary Attack
» Brute Force Attack
» Hybrid Attack



Wireless Interception



Social Engineering Attack

» Phishing
» Tailgating
» Piggybacking
» Shoulder surfing
» Eavesdropping
» Dumpster diving



Phishing

Email, Voice, SMS, IM, . . .
60-70% response rate



Phishing



Tailgating



Piggybacking



Shoulder Surfing



Eavesdropping



Dumpster Diving



Insider Threat



عباس ولی زاده
مدرس دوره های شبکه و امنیت
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