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Network Attacks




Denial Of Service (DOS) Attacks




TCP SYN Flood
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Smurf Attack (ICMP Flood)
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Distributed Denial Of Service (DDOS) Attack
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General Network Attacks

@ ®




On-Path / Man-in-the-Middle (MITM) Attack
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Transaction:
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DNS Poisoning

Client DNS server Real website
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Rogue DHCP Server
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Spoofing Attacks




IP Spoofing
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MAC Spoofing

MAC Address Port

* ARP Spoofing / Poisoning
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Switch spoofing

Switch A
Default Switch Port Config

switchport mode dynamic auto
switchport trunk allowed vian all
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Malware (Malicious Software)

Virus

» Worm pEGR-C) §

» Trojan horse w

» Ransomware LAY
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»  Spyware
Rootkit



Virus vs Worm




Trojan horse




Remote Access Trojan (RAT)
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Ransomware

Payment will be raised on

51672017 00:47:55

Time Left

Your files will be lost on
2012017 00:47:55

Time Left

Contact Us

Ooops, your files have been encrypted!

'What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

i#Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

[l But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Il Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

[fHow Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
PP R PRI

Send $300 worth of bitcoin to this address

bitcoin =
ACCEPTED HERE [ 12t9YDPgwueZSNyMgw519p7AABisjr6 SMw
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Key Logger



Rootkit




Wireless Attacks

Rogue access point

»  Evil twin
» Deauthentication //-
» Password attack ‘e

Wireless interception




Rogue access point
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Shadow IT

» Use of IT systems, devices, software, applications, or services

without the explicit approval of the IT department.



Evil Twin

—

| Feeling

®

Free Wi-Fi

From our friends at Google

Accept & Connect

| agree to the Terms of Service and have
reviewed the Google Privacy Policy

Need help? 855-446-2374



Deauthentication

Attacker Client

Authentication Request
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Password attack

» Dictionary Attack
»  Brute Force Attack
» Hybrid Attack




Wireless Interception




Social Engineering Attack
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Phishing
Tailgating
Piggybacking
Shoulder surfing
Eavesdropping
Dumpster diving
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-
Personal

Email, Voice, SMS, IM, . ..

PayPal

Your access has been limited

Dear Client,

Our technical support and customer department has recently suspected activities in
your account.

Your Paypal account has been limited because we've noticed significant changes in
your acount activity. As Your payment processor, we need to understand these change
better.

We're always concerned about our customers security so please help us recover your
account by following the link below.

60-70% response rate




Phishing

Phishing Spear phishing Whaling
A broader term that covers A type of phishing that A form of spear phishing
any type of attack that tries targets individuals that targets high-ranking
to fool a victim into taking victims within a company.

some action. Does not have
a specific target.




Tailgating




Piggybacking

I ran out of hands.




Shoulder Surfing




Eavesdropping
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Insider Threat

bomb

Logic
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